An auditing result and improvement of NAREGI CA
1． Advices (Score: D must be changed)
(1) No item scored D.
2． Recommendation (Score: B or C minor or major changes are recommended)
(1) The CP/CPS is structured in RFC2527, but it should be structured in RFC3647.
→　I will plan a change of  CP/CPS structure in the future.
(2) The CP/CPS must describe that a backup of the pass phrase of the CA private key is          kept in sealed envelope in a safe place.

→　Added: backup of CA private key （Section 6.2.4 of CPS, operational manual ）

(3) The CP/CPS should describe more details of the procedure of transition of the CA’s cryptographic data.

→　Added: procedure of near the end of validity period of cert （Section 4.7.2）

(4) The CP/CPS should describe that certificate revocation cannot be requested only by the RA and the CA but also by users.
   →　Changed: who can request revocation（Section　4.4.2）

(5) The CP/CPS should describe that until when the revocation of EEs will be requested explicitly.

→　Added: condition of ``within one day’’ （Section　2.1.3）

(6) The CRL is linked to as https on the web, but its pointer in certificate is http. They should point same address.

　 →　No change  (CRL is linked to as http on the web.)
(7) The CRL Profile should describe that the CRL is compliant with RFC3280.

→　Added: compliance of CRL profile （Section　7.2）

(8) Each host certificate must be linked to a single network entity. The CP/CPS of NAREGI CA describe that the subject of host certificate includes server name. This is not enough to vet the identity.

→　Added: CN of host certificates contains FQDN. （Section　3.1.2）
   　         Uniqueness of names bases CN on. （Section　3.1.4）
Added : Checking in FQDN and the administrator name of the server for server certificates（Section　3.1.9(1)(2)）

(9)  The end-entity certificates must be in X.509v3 format, but some of EEs don’t consist of the extension basicConstraints. Besides, host certificate doesn’t have subjectAlternativeName, should be fixed.

→　User certificate： added  BasicConstrainｔ
　　  Host certificate：added  subjectAlternativeName (FQDN)
(10)  Email address should not use in the subject name of end entity certificates. The CP/CPS should describe how to associate with personnel if Email field will remove from the personal certificate.

→　User certificate：Deleted  e-mail address

　　　　Cf. above (8) 
(11) No descriptions about renew and rekey procedure in user’s manual. It should be described.

→　Added: procedure of Re-new. （Section　3.2）
　　   Added: procedure of Re-New in certificate validity period （Section　4.7.1）

(12)  The CP/CPS should describe that the identity validation records is kept at least as long as there are valid certificates based on such a validation.

→　Add the identity information to archive data （Section　4.6.1）
→　Added: a note about archive period of certificates （Section　4.6.2）

(13) The postal contact address should be also available on the web.

　  →　The postal contact address is available on the web. 

  　　  https://www.naregi.org/ca/index.html
(14) The CP/CPS should describe about the communication methods securely between RA and CA. 

→　Added: Secure communication is used. （Section　4）
→　Added: Communications are encrypted. （Section　6.7）

(15)  The CP/CPS should describe how the RA or CA is informed of changes that may affect the status of the certificate.

→　Added: An explanation about the change of a certificate（Section　4.1(1)）  

